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Security II

Your Computer and the Internet
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Here are the things we should be aware of…

• Viruses
• Spyware / Malware
• Other ‘things’
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There are three categories of viruses:

• Instant Viruses
• Trojans
• Worms

Viruses
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General precautions 
about viruses…

• Be suspicious of email attachments from unknown sources.

• If someone gives you a flash drive – scan it first!

• If someone gives you a CD – scan it first!
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A good and up-to-date antivirus 
program will stop it all.
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Spyware and Malware
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What are some of the symptoms?

• Lots and lots of popups on the screen.

• Browser redirects to unwanted websites.

• Unable to get to some sites.

• Many times a Window asking for $ to fix problem.

• Unable to start Antivirus or Malware.  

• System gets really slow.
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How do I get these things?

• “Social Engineering”

• Downloading ‘free’ programs

• If it looks too good to be true…it is!
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What is social engineering?
Online criminals can use sophisticated technology 
to try to gain access to your computer, or they can 
use something simpler and more insidious: social 
engineering.

The purpose of social engineering is usually to 
secretly install spyware or other malicious software 
or to trick you into handing over your passwords or 
other sensitive financial or personal information.

Some online criminals find it easier to exploit 
human nature than to exploit holes in the software.
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What does a ‘firewall’ do?

You tell the firewall that if a, b, or c come calling, let them in.

What if d and f come calling?  Well…the firewall checks 
permissions and d and f are not on the list.   Entry is Refused.
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Example of “Social Engineering”
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“More” of “How do I get these things?”
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What are they trying to do? 

• Install malware that steals your data.
• Social engineering to steal personal info.
• Pop-ups with false or misleading info.
• Prevent updates to legitimate security and 

malware programs.
• Slow down your computer.
• Corrupt files. 
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Why are they doing this?

Money!
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What can you do to help prevent them?

• Good antivirus program – up to date.

• Good pro-active spyware/malware 
program – up to date.

Plus…a few other tips.
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Staying safe online…

1. Don’t Panic.
2. Stay up-to-date.
3. Never install software unless you 

are sure it is safe.
4. Be smart with passwords.
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1. Don’t panic.
If you see a suspicious window, shut down the Internet Explorer.
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Now…as a follow-up to that happening
You might want to do a Quick Scan with:

• Malwarebytes or whatever program you are using

• Antivirus 

Don’t run 3 or 4 spyware programs and a couple of 
Registry Cleaners.  The two steps above are sufficient.
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2. Stay up-to-date…

• Set Windows Updates to Automatic.

• Control Panel
• System and Security
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Other things to keep updated:

• Adobe Reader
• Adobe Flash
• Quick Time or Real Player
• Java

If you get a notice that something needs 
updating – go to their website and download 
the new version.
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3. Never install any software 
unless you’re certain it’s safe.

If you have any doubts* about a software 
program, you should not install it. Period.

* Google – “Is the Acme Greeting Card program safe?”
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Let me give you an example of this rule for 
staying safe online:

A  certain unnamed person thought it was time to check and see if 
he needed to update his drivers for his video card.  

He searched NVIDIA drivers and go this:
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He got this window:

…still not notice the red circle.
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At this point, he decides to check…

He goes to Google and types:

“Is driver wizard a safe program?”
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4. Be smart with passwords…

Repeat after me: 
Never use the same password in multiple places, and be especially 
vigilant with passwords for e-mail accounts.
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In the past 3 months, Facebook, Sony, 
Gawker, Plentyoffish, etc. etc.. were hacked 
and the Usernames and Passwords were 
published.

That would be a total of 3,500,000 Usernames 
and Passwords that were compromised. 
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I know you would not do this:

But just for fun, suppose that your Username and 
Password were the same for:

• Google
• Bellsouth
• Schwab
• Wells Fargo
• Need I say more??
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This man is a real techie and I subscribe 
to his news letter.  His philosophy can be 
summed up as:

Krebs’s 3 Basic Rules for Online Safety
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1. “If you didn’t go looking for it, don’t install it!” 

2. “If you installed it, update it.” 

3. “If you no longer need it, remove it.” 
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What I believe to be mandatory 
products for your computer security.

• A good Antivirus program.
• A good spyware/malware blocking program.
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Antivirus Programs
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www.free.grisoft.com

www.avast.com
AVAST

AVG

Microsoft Security Essentials
www.microsoft.com/security_essentials/ 
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My personal choice is Microsoft Security Essentials.

• It is free.
• It is very highly rated among antiviruses.
• It automatically updates.
• There is no “Pro” version to upgrade to for $$$.
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Spyware/Malware Programs
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Ad-Aware
www.lavasoft.com/products/ad_aware_free.php

Malwarebytes
www.malwarebytes.org

Spybot
www.safer-networking.org/en/download/



44

My personal choice is Malwarebytes.

• It is free. I paid $25 for a lifetime purchase.
• It is very highly rated among malware programs.
• It automatically updates.

**  All of the free malware programs, including Malwarebytes. 
are essentially ‘after the fact’.  If you get malware, you must 
run the program to remove the problem.

The $25 version runs all the time and stops the installation of 
malware programs.  It is pro-active.
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Another [free] great tool!

www.mywot.com/en/download
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This is not rocket science 
…it is called being alert.

The weakest point in your computer system is 
usually located in front of the monitor!
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Hey!
Let’s be careful out there…
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? 
Questions

?
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