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Your Computer and the Internet
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There are products that are 
very inexpensive and/or free 

that will greatly enhance your 
computer security.

I will go over them at the end of this workshop.
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Don’t let all the “security threats” diminish your 
use and enjoyment of your computer.

…but be aware of them.

• Viruses
• Phishing

• Spyware / Malware
• Other ‘things’
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Before we start on viruses, let’s discuss 
what they are!

There are three categories of viruses:

• Instant Viruses
• Trojans
• Worms

Viruses
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…and how do I get them?

• The main source is email attachments.
• From other computers
• From thumbdrives or CD’s
• From a downloaded file

Your antivirus is off or out-of-date!
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What are they? …and what do they do?

They are pieces of code that once embedded in 
your system will execute themselves or wait for a 
specific date.

They can be benign, from “Ha! Ha! I got you!” to 
very severe with your hard drive being destroyed.  

Whatever kind or level they are…
you don’t want them!
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A good and up-to-date antivirus 
program will stop it all.
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General precautions 
about viruses…

• Be suspicious of email attachments from unknown sources.

• If someone gives you a flash drive – scan it first!

• If someone gives you a CD – scan it first!

• Download all Microsoft Security Updates.



If you ever get a warning that a 
virus has been found…

Just select [DELETE] or whatever your 
antivirus program [Recommends].  You 
are finished with it…go on with whatever 
you were doing.
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It is just that easy……IF you have a virus 
protection program running……AND if it 
is up-to-date.
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Spyware and Malware

What are they?
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This is was software that secretly gathers information 
about a user while he/she navigates the Internet. This 
information is normally used for advertising and 
marketing purposes. Similar to what the grocery stores 
do every day.  Grocery stores are far more honest!

However, spyware has developed to the point it can 
also gather information about email addresses and 
even passwords and credit card numbers.  They have 
become very aggressive. 
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What are some of the symptoms?

• Popups on the screen.  

• Lots and lots of popups on the screen.

• Browser redirects to unwanted websites.

• Unable to get to some sites.

• Sometimes a Window asking for $ to fix problem.

• System gets really slow.
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How do I get these things?

• ‘Bad’ Websites (I will come back to this later.)

• Downloading ‘free’ programs

• ‘Free’ music or Weather Bug or Gator

• If it looks too good to be true…it is!
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Examples of “How do I get these things?”
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“More” of “How do I get these things?”
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Serious spyware threats
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What can I do to help prevent them?

• Good antivirus program – up to date.

• Good pro-active spyware/malware program.

• Download all Microsoft Security Updates.

Pay attention!!!
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If you see things like the windows you just saw 
or ones that just naturally look suspicious…
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Phishing
Pronounced “fishing”

It is IDENTITY THEFT!
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NEVER!

If you are concerned or wonder – call the 
company and ask for Customer Service.

respond to emails like these.

 logon to any financial location from an email.

 give out Usernames, passwords, CC numbers, 

account numbers or PINs in emails.
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Just remember, if you see these words…

‘Congratulations!!! You have won…’

‘All we need to deposit your winnings…’

‘Call us for the requirements…’

‘One additional step and the money is yours…’
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Other ‘things’ to think about…
Never use someone else's thumbdrive (flash drive) on your 
computer without scanning it with an antivirus program.
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Other things to think about…

• Never use someone else's thumbdrive (flash drive) on your 
computer without scanning it with an antivirus program.

• When you download a file from the internet, be sure you are 
not agreeing to get a lot of other things along with it.  Be sure 
‘additional goodies’ are unchecked.  
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• Never use someone else's thumbdrive (flash drive) on your 
computer before scanning it with your antivirus program.

• When you download a file from the internet, be sure you are 
not agreeing to get a lot of other things along with it.  Be sure 
‘additional goodies’ are unchecked.

• Clean up your computer once a month –(you can dust it more 
often!)

Other things to think about…
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• Never use someone else's thumbdrive (flash drive) on your 
computer before scanning it with your antivirus program.

• When you download a file from the internet, be sure you 
are not agreeing to get a lot of other things along with it.  Be 
sure ‘additional goodies’ are unchecked..

• Clean up your computer once a month –(you can dust it 
more often!)

• Be secure when you  shop on line.

Other things to think about…
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https://
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www.bbbonline.org
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What I believe to be mandatory 
products for your computer security.

• A good and up-to-date Antivirus program.
• A good spyware/malware blocking program.
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You can purchase these products.

You can download these products for free.

Antivirus Programs
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www.free.grisoft.com

www.avast.com
AVAST

AVG

Microsoft Security Essentials
www.microsoft.com/security_essentials/ 
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My personal choice is Microsoft Security Essentials.

• It is free.
• It is very highly rated among antiviruses.
• It automatically updates.
• There is no “Pro” version to upgrade to for $$$.
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If you want to install a new antivirus program:

• Remove the old one – Do this first!

• Then install the new one.
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You can purchase these products.

You can download these products for free.

Spyware/Malware Programs
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Ad-Aware
www.lavasoft.com/products/ad_aware_free.php

Malwarebytes
www.malwarebytes.org

Spybot
www.safer-networking.org/en/download/
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My personal choice is Malwarebytes.

• It is free. I paid $25 for a lifetime.
• It is very highly rated among malware programs.
• It automatically updates.

**  All of the free malware programs, including Malwarebytes. 
are essentially ‘after the fact’.  If you get malware, you must 
run the program to remove the problem.

The $25 version runs all the time and stops the installation of 
malware programs.  It is pro-active.
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Another [free] great tool!

www.mywot.com/en/download
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It is a rating system for websites.
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Hey!
Let’s be careful out there…
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? 
Questions

?
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Greensboro Computer Center for Seniors

www.greensboroshepnet.org
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I am not accusing anyone!!!

but…



52

These are not good passwords!

123456
12345
123456789
Password
Passw0rd
iloveyou
whatever
trustno1

princess
football
(your pet’s name)
(your house number)
internet
letmein
abc123
111111
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Make it at least 8 characters 
and include a capital.

320shep00Net
• I joined ShepNet in March, 2000.

Le102317na
• My mother’s name and birthdate.
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Make it at least 8 characters 
and include a capital.
However, if you are blonde…

mickeyminniegoofydonaldhueylouiedeweyRaleigh


